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Create resilient data protection management
systems and build trust with your stakeholders

This programme will assist you in reaching
compliance with data protection regulations
and cybersecurity best practices, to achieve
the internationally  recognised  Cyber
Essentials, IASME and 1ISO27001 certifications.

Who should attend: :
C Level: CISO, CIO, CTO, CFO, CRO, CSO Chani Simms | Managing Director | Meta Defence Labs

. Chani is an award winning cybersecurity leader and keynote
DPO’s and Compllance staff speaker with over 17 years experience in the IT industry. She
Information secu I'ity staff gained her extensive knowledge by implementing and securing IT

infrastructure solutions for multinational companies.
IT Managers

Clive Simms | CEO | Meta Defence Labs
Clive is a Certified Information Security and IT Infrastructure
expert with over 23 years’ experience. As an ethical hacker, Clive
helps businesses assess and implement effective vulnerability
management programs



Workshop outline

Pre-requisites 1.Introduction
e There are no pre-requisites for this course.

2.Case Study for the day
What is Included: 3.Introduction To EU General Data Protection
e Certificate of Attendance Regulation (GDPR)
y Luth and RefreShm?nts 4., What Is Classed As Personal Data and
e Optional CPD/CPE points
Special Categories Of Personal Data

Benefits to the individuals: 5.Data Subjects’ Rights

Raise your own understanding of data 6.Data Controllers & Processors
protection and information risk management

Understand the key requirements of the _ _
regulations and apply it to the business 8.Role Of The Data Protection Officer (DPO)

7.Six Data Protection Principles

Improve your career prospects 9. Accountability & Privacy Compliance

Market prospects T g

10.Leadership and Managing Security

11.Asset Management

12.Risk Management and Data Protection
Impact Assessment (DPIA)

13.Communication Privacy Information

14.Human Resource Management

15.Policies and Procedures

16.Physical and Environmental Protection

17.0Office Firewalls and Internet Gateways

18.Secure Configuration

19.Patches and Updates

20.0Operations Management

21.Access Management

22.Cloud Services and Data Transfers

23.Malware Protection
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25.Business Continuity
26.0verview of Proposed Sri Lanka
Cybersecurity Bill and Data Protection Bill
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